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NIST  

Diagonalizing method among test items included in NIST randomness test tool 

Atsushi I  Department of Computer Science and Engineering, Faculty of Information Engineering

Abstract
Randomness tests included in NIST test tool are not independent each other, i.e., the distributions followed by p-value of each 

test item are not independent. Even if each test item has no problem, the fact makes it difficult to derive the significance level of 
the test tool as whole items or to introduce a rational criterion for results of the tool. In this paper, we propose a method to solve 
this problem. The method transforms the distribution followed by each test item’s p-value to the standard normal distribution and 
assumes that the joint distribution after transformation is a multidimensional normal distribution. Diagonalizing to the joint 
distribution, the distribution of each test item's p-vale becomes independent each other. In addition, we evaluate this method 
numerically.
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2. NIST SP800-22 

NIST SP800-22 revision 1a
15  

1. Frequency Test
2. Frequency Test within a Block
3. Runs Test
4. Tests for the Longest-Run-of-Ones in a Block
5. Binary Matrix Rank Test
6. Discrete Fourier Transform Test
7. Non-overlapping Template Matching Test
8. Overlapping Template Matching Test
9. Maurer’s “Universal Statistical” Test
10. Linear Complexity Test
11. Serial Test
12. Approximate Entropy Test
13. Cumulative Sums Test
14. Random Excursions Test
15. Random Excursion Variant Test
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Fig. 1. Number of sets rejected by each test 
item after transformation. 
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Fig. 2. Relationship between number of 
removed test items and number of sets passing 
all test items.  
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